
Keep Your Money
Safe

In this issue Black Friday deals – shop safely over the festive

period
Online shopping provides criminals with an opportunity to deceive

people on shopping and auction sites and via social media selling

platforms. This could be by paying for goods and services that don’t

exist, or through using images taken from genuine sellers to

convince you of the legitimacy of a product. Be aware of fake

brands and counterfeit goods.

Criminals will sometimes use cloned websites to convince you that

you’re purchasing from a genuine site. They may also ask for

upfront payments, or send you fake receipts and invoices that

appear to be from the payment provider.

This time of year we see buyers paying deposits for electronic

goods, in particular games consoles, mobile phones and other

electronic devices and subsequently never receiving the products.

You may also be asked for payment for courier delivery services or

insurance when buying and selling online.

Black Friday deals
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"Each  month  we  see
many inc idents  of

f rauds ters  target ing
our  res idents  in  an
at tempt  to  defraud

them.  We’re  work ing
hard  to  prevent  th i s

and  support
vulnerab le  v ic t ims  of

f raud  or  scams .  By
fo l lowing  our  t ips
and  encourag ing

fami ly ,  f r iends  and
col leagues  to  do  so
too ,  you  can  reduce

the  r i sk  of  becoming
a  v ic t im. "  

Detec t ive  Chief
Inspector  S imon

Doyle ,  Surrey  Pol ice
& Sussex  Pol ice

Economic  Cr ime Uni t

Top Tips

Financial abuse by a
known person

Cyber Security Webinar

Spotting malicious emails

What you can do

Top Tips

Stay on the website – be wary of being asked to move to a different
platform
Use the recommended payment method or you may not be eligible
for a refund
Do some research – check the sellers history
Check the URL of the website – it may have been cloned
Do not pay by bank transfer
Fraudsters may offer items for sale at a discounted price, the deals
may sound too good to be true
Sellers may pressure you into making a quick decision due to it
being a limited offer or similar



Did you see our free Cyber Security Webinar last month? 

 

H i g h  i n s t a n c e s  o f  a b u s e  b y  c a r e r s .  V i c t i m s  h a v e  t r u s t e d  t h e m  t o  h e l p  w i t h
t h e i r  s h o p p i n g  a n d  g i v e n  t h e m  t h e i r  b a n k  c a r d  a n d  p i n ,  a n d  t h e  c a r e r
t h e n  t a k e s  a d v a n t a g e  o f  t h i s  a n d  s t a r t s  u s i n g  t h e  v i c t i m s  c a r d  f o r  t h e i r
o w n  b e n e f i t .

W e  h a v e  a l s o  s e e n  s i m i l a r  e x a m p l e s  w h e r e  g r a n d c h i l d r e n  a r e  b e i n g
t r u s t e d  t o  h e l p  c a r e  f o r  t h e i r  g r a n d p a r e n t s  a n d  g o  o n  t o  a b u s e  t h e i r  t r u s t
b y  u s i n g  t h e i r  b a n k  c a r d  f o r  t h e i r  o w n  g a i n ,  o r  s t e a l i n g  b l a n k  c h e q u e s
a n d  f i l l i n g  t h e m  i n .

A n o t h e r  t a r g e t  a r e  t h o s e  w i t h  m e n t a l  h e a l t h  c o n c e r n s  –  p e o p l e  k n o w n  t o
t h e m  h a v e  b e e n  u s i n g  a n d  f i n a n c i a l l y  e x p l o i t i n g  t h e m  f o r  t h e i r  o w n  g a i n ,
i n c l u d i n g  a t t e n d i n g  t h e  b a n k s  w i t h  t h e m ,  a s k i n g  t h e m  t o  w i t h d r a w  m o n e y
a n d  h a n d  i t  t o  t h e m ,  o n  s o m e  o c c a s i o n s  t o  p u r c h a s e  i l l e g a l  d r u g s .

F i n a n c i a l  a b u s e  b y  a  k n o w n  p e r s o n

F i n a n c i a l  A b u s e  c o m e s  i n  a  n u m b e r  o f  g u i s e s .  S a d l y  w e  h a v e  s e e n  c a s e s
i n c r e a s e  a c r o s s  S u s s e x  a n d  S u r r e y  w i t h  3 4  c a s e s  r e c o r d e d  j u s t  l a s t  m o n t h
w i t h  a  f i n a n c i a l  l o s s  t o  v i c t i m s  t o t a l l i n g  £ 8 , 3 3 2 . 6 2 .

T h e  c a s e s  s p a n  a  v a r i e t y  o f  M O s  b u t  i n c l u d e :
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“Cyber Security For Humans – Easy tips to
stay safe in a digital world” were a series of
accessible webinars we ran to give you all

the information you need to massively
reduce your chance of becoming a victim of

cyber crime and online fraud. 

Don’t worry if you missed the live session, a
recorded version can be found here on

YouTube: 
Cyber Security Advice From an Expert - Easy
Tips to Stay Safe in a Digital World - YouTube

Please be sure to complete the one minute
survey to let us know if you want more

events like this:
General awareness (individuals) engagement

survey 23/24 (smartsurvey.co.uk)

https://www.youtube.com/watch?v=GD3pb8CsN0E
https://www.youtube.com/watch?v=GD3pb8CsN0E
https://www.smartsurvey.co.uk/s/SurreySussex23-24IND/
https://www.smartsurvey.co.uk/s/SurreySussex23-24IND/


Check the senders address and the link text. Hover over it with your cursor and

you will usually see red flags. Instead of www.nhs.uk you may see a subtle variation

such as www.nh5.ru or www.nhs.uk-403431.uk

Don’t click links. Close the message and go to the relevant website to get to where

you need to go. 

Is your friend or family member sending you something that doesn’t seem right?

Or claiming to be contacting you after losing their phone? Be suspicious. Contact

them via a trusted and usual method (or third party) and ask if they sent the

message to you. They will likely tell you their account was hacked recently so don’t

click on anything sent. 

Another tip – if you are using a modern email provider such as Gmail or Outlook,

you can mark malicious emails as spam and report to report@phishing.gov.uk.

Your email provider will learn from what you’re marking as spam and filter out

more of these emails so you get less of them in the future. 

What can you do?
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Ask yourself, were you expecting this communication? 

Is the message trying to make you panic or promote a sense of urgency or scarcity to entice

you to click a link?

Often phishing messages will be written in poor english and contain grammar and spelling

errors.

In the workplace, phishing emails are often sent on a Friday before people leave for the

weekend. 

Phishing - do you know how to spot malicious emails?

https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.nhs.uk%2F&data=05%7C01%7CHarry.Tyrrell%40surrey.police.uk%7Cfa8860d8370b406a69ea08dbe5bce1b3%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638356371630949065%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ben6CGTB%2BN8E5ztZs2NaeyCfbV%2BHOzW6uGDvHWkxTMw%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.nh5.ru%2F&data=05%7C01%7CHarry.Tyrrell%40surrey.police.uk%7Cfa8860d8370b406a69ea08dbe5bce1b3%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638356371630949065%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Hucg2G0sY3mrZveaOWTKSGrRJIvim0mWh68AIblzRKU%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.nhs.uk-403431.uk%2F&data=05%7C01%7CHarry.Tyrrell%40surrey.police.uk%7Cfa8860d8370b406a69ea08dbe5bce1b3%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638356371630949065%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Pq4FfRSyB1zWprI9ZxDSwcBOGCxD149HRW5INGy0bSo%3D&reserved=0
mailto:report@phishing.gov.uk

