
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

T / D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

F r a u d  i s  a  h i d d e n  c r i m e ,  o f t e n  h a p p e n i n g  b e h i n d  c l o s e d  
d o o r s ,  i n  p e r s o n ,  o v e r  t h e  p h o n e  o r  v i a  t h e  i n t e r n e t .  
T h i s  m a k e s  i t  i n c r e a s i n g l y  d i f f i c u l t  f o r  f r a u d  t o  b e  
i d e n t i f i e d  a t  t h e  t i m e ,  w h e n  i t  i s  h a p p e n i n g ,  w h i c h  i s  w h y  
w e  a r e  a s k i n g  f o r  y o u r  s u p p o r t .  

P l e a s e  l o o k  o u t  f o r  e a c h  o t h e r .  B e  t h a t  y o u r  f r i e n d s ,  f a m i l y ,  n e i g h b o u r s ,
o r  a n y o n e  y o u  c o m e  i n t o  c o n t a c t  t h r o u g h  w o r k  o r  y o u r  e v e r y d a y  l i f e .  

R e p o r t s  t o  p o l i c e  f r o m  w o r r i e d  r e l a t i v e s ,  c o n c e r n e d  n e i g h b o u r s  o r
s u p p o r t i v e  c i t i z e n s  p r o v i d e  u s  w i t h  t h e  o p p o r t u n i t y  t o  i n t e r v e n e  e a r l i e r  i n
s i t u a t i o n s  w h e n  a  v i c t i m  m a y  n o t  r e c o g n i s e ,  t h e y  a r e  i n v o l v e d  w i t h  a
f r a u d s t e r  a n d  a r e  u n l i k e l y  t o  s e l f - r e p o r t  t h e i r  c o n c e r n s .  

S u s s e x  P o l i c e  r e c e n t l y  r e c e i v e d  a  r e p o r t  f r o m  a  f a m i l y  m e m b e r  w h o  h a d
i d e n t i f i e d  c h a n g e s  i n  t h e  b e h a v i o u r  o f  a n  e l d e r l y  r e l a t i v e  l e a d i n g  t h e m  t o
b e l i e v e  t h a t  t h e y  w e r e  i n v o l v e d  i n  a  r o m a n c e  f r a u d  a n d  b e i n g  f i n a n c i a l l y
e x p l o i t e d  b y  s o m e o n e  w h o  h a d  b e f r i e n d e d  t h e m  f o l l o w i n g  a  b e r e a v e m e n t .  

E a r l y  i n t e r v e n t i o n  b y  p o l i c e  i n  c a s e s  s u c h  a s  t h e s e ,  m e a n  t h e r e  i s  a n
o p p o r t u n i t y  t o  s a f e g u a r d  f r o m  f u r t h e r  f i n a n c i a l  l o s s  a n d  i n  s o m e
s i t u a t i o n s ,  w o r k  w i t h  t h e  b a n k s  t o  r e c o v e r  a n y  f u n d s  a l r e a d y  t a k e n .  

I n  S u r r e y  a  c o n c e r n e d  n e i g h b o u r  c a l l e d  p o l i c e  w h e n  t h e y  n o t i c e d
s u s p i c i o u s  w o r k m e n  a t  a n  a d d r e s s  o f  a  v e r y  v u l n e r a b l e  m a l e .  P o l i c e
i d e n t i f i e d  t h a t  t h e  r e s i d e n t  h a d  b e e n  c o l d  c a l l e d  b y  r o g u e  t r a d e r s  w h o  h a d
a l r e a d y  c o n v i n c e d  h i m  t o  p a r t  w i t h  a  s i g n i f i c a n t  s u m  o f  m o n e y  f o r  d a m p
p r o o f i n g  a n d  w e r e  i n  t h e  a d d r e s s  a t  t h e  t i m e  o f  p o l i c e  a t t e n d a n c e
a t t e m p t i n g  t o  g a i n  f u r t h e r  f u n d s .  

I t  i s  u n l i k e l y  t h e  v u l n e r a b l e  m a n  w o u l d  h a v e  r e p o r t e d  t h i s  h i m s e l f ,  w h i c h
d e m o n s t r a t e s  t h e  v a l u e  i n  t h e  n e i g h b o u r  m a k i n g  t h e  r e p o r t  t o  P o l i c e
t h e m s e l v e s .

O v e r  h a l f  o f  t h e  r e p o r t s  r e c e i v e d  b y  S u s s e x  a n d  S u r r e y  P o l i c e  l a s t  y e a r
r e l a t i n g  t o  v u l n e r a b l e  v i c t i m s ,  s p e c i f i e d  t h a t  t h e y  l i v e d  a l o n e .

I f  y o u  b e l i e v e  a  v u l n e r a b l e  p e r s o n  i s  b e i n g  d e f r a u d e d ,  t a r g e t e d  o r
f i n a n c i a l l y  e x p l o i t e d  p l e a s e  r e p o r t  i t  t o  P o l i c e  o n  1 0 1 .  
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A r e  y o u  w o r r i e d  a b o u t  s o m e o n e  w h o  m i g h t  b e
v u l n e r a b l e  t o  f r a u d ?  

M a k e  f r a u d  p a r t  o f  e v e r y d a y  c o n v e r s a t i o n  w i t h  f a m i l y ,  f r i e n d s  a n d
n e i g h b o u r s
O f f e r  t o  h e l p  w i t h  t e c h n i c a l  s o l u t i o n s  s u c h  a s  c h e c k i n g  a n d  u p d a t i n g
s o f t w a r e  a n d  s e c u r i t y  s e t t i n g s  –  s o m e  p e o p l e  a r e  l e s s  d i g i t a l l y  s a v v y
t h a n  o t h e r s  a n d  m a y  f e e l  e m b a r r a s s e d  a s k i n g  f o r  h e l p
L e t  t h e m  k n o w  t h a t  t h e y  c a n  t a l k  t o  y o u  i f  t h e y ’ r e  s u s p i c i o u s  o f  a n y
e m a i l s ,  c o l d  c a l l e r s ,  w e b s i t e s ,  o r  a d v e r t s ,  o r  i f  t h e y  t h i n k  t h e y ’ v e
b e c o m e  a  v i c t i m  o f  f r a u d
T a k e  t i m e  t o  s i t  d o w n  w i t h  f r i e n d s  a n d  f a m i l y  t o  d i s c u s s  h o w  t h e y  c a n
p r o t e c t  t h e m s e l v e s  a g a i n s t  f r a u d



S e x t o r t i o n  i s  a  f o r m  o f  o n l i n e  b l a c k m a i l ,  w h i c h  i s  i n c r e a s i n g  a t  a n  a l a r m i n g  r a t e .
T h i s  i s  w h e n  s o m e o n e  y o u  h a v e  m e t  o n l i n e  e n c o u r a g e s  y o u  t o  c a r r y  o u t  a  s e x u a l
a c t  i n  f r o n t  o f  y o u r  w e b c a m ,  s e n d  a  v i d e o  o r  p i c t u r e s  o f  a n  e x p l i c i t  n a t u r e  a n d
t h e n  t h r e a t e n s  t o  p o s t  t h e m  o n l i n e  o r  s e n d  a  c o p y  t o  f r i e n d s  o r  f a m i l y  u n l e s s  y o u
p a y  t h e m  m o n e y .  

V i c t i m s  c a n  b e  a n y  a g e .  I n  S u s s e x  a n d  S u r r e y  w e  h a v e  r e c e i v e d  r e p o r t s  f r o m
v i c t i m s  a s  y o u n g  a s  1 2  a n d  1 3 ,  w i t h  o u r  o l d e s t  r e c o r d e d  v i c t i m  b e i n g  9 0  y e a r s
o l d .  T h e  v i c t i m  p r o f i l e  s h o w s  u s  t h a t  9 6 %  o f  v i c t i m s  a r e  m a l e ,  w i t h  f e m a l e s  o n l y
r a r e l y  t a r g e t e d .

T h e  m o s t  c o m m o n  w a y  t h a t  f r a u d s t e r s  a r e  c o n t a c t i n g  v i c t i m s  i s  v i a  I n s t a g r a m
a n d  d a t i n g  s i t e s ,  u s u a l l y  t h e n  m o v i n g  a w a y  f r o m  t h i s  m o n i t o r e d  p l a t f o r m  t o  a n
e n c r y p t e d  m e s s a g i n g  s e r v i c e  s u c h  a s  T e l e g r a m  o r  W h a t s A p p .  

T h e  p a y m e n t  m e t h o d  r e q u e s t e d  b y  t h e  f r a u d s t e r  i s  p r e d o m i n a n t l y  b a n k  t r a n s f e r
o r  P a y P a l ,  b u t  w e  a r e  a l s o  s e e i n g  a n  i n c r e a s e  i n  g i f t  c a r d s  b e i n g  r e q u e s t e d  a s
p a y m e n t  f o r  t h i s  c r i m e  t y p e ,  w i t h  o v e r  £ 1 9 0 , 0 0 0  l o s t  t o  t h i s  c r i m e  t y p e  a l o n e  i n
S u s s e x  a n d  S u r r e y  l a s t  y e a r .

W e  h a v e  s e e n  a  r e c e n t  e x a m p l e  i n  S u s s e x  a  m i d d l e - a g e d  m a l e  s e n t  £ 3 0 0  t o
s o m e o n e  h e  h a d  s e n t  n u d e  p h o t o s  t o  a n d  w a s  i m m e d i a t e l y  b l a c k m a i l e d  i n t o
m a k i n g  a  p a y m e n t .    

I n  S u r r e y  a  t e e n a g e r  s e n t  S T E A M  v o u c h e r s  t o  s o m e o n e  h e  h a d  b e e n  a d d e d  b y  o n
S n a p c h a t  a n d  e n c o u r a g e d  t o  s e n d  i m a g e s  t o .

T h i s  c r i m e  i s  u s u a l l y  c a r r i e d  o u t  b y  o r g a n i s e d  c r i m i n a l  g a n g s ,  o f t e n  b a s e d
o v e r s e a s ,  w h o  a r e  t y p i c a l l y  m o t i v a t e d  b y  f i n a n c i a l  g a i n .
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SEXTORTION 

HOW TO SPOT THE WARNING SIGNS: 

T h e y ` r e  m o v i n g  f a s t  -  T h e y  t r y  t o  d e v e l o p  a  r e l a t i o n s h i p  w i t h  y o u  v e r y
q u i c k l y .  T h e y  m i g h t  b e  f l i r t y ,  t e l l  y o u  t h e y  l i k e  y o u  a t  a n  e a r l y  s t a g e
o f  c o n t a c t ,  o r  a s k  f o r  n u d e  i m a g e s .  S o m e  m a y  e v e n  s e n d  n u d e  i m a g e s
t o  y o u  f i r s t .

I t  s e e m s  t o o  g o o d  t o  b e  t r u e  -  T h e y  m i g h t  s a y  t h e y  h a v e  a n  i n t e r e s t i n g
j o b ,  l i k e  a  m o d e l l i n g  s c o u t  o r  a g e n t .  T h e y  m i g h t  o f f e r  y o u  a  j o b  o r
l o t s  o f  m o n e y  i n  e x c h a n g e  f o r  i m a g e s .  T h e s e  m i g h t  n o t  b e  n u d e
i m a g e s  t o  b e g i n  w i t h ,  b u t  t h e y  c o u l d  s t a r t  a s k i n g  f o r  t h e m .  I f
s o m e t h i n g  f e e l s  t o o  g o o d  t o  b e  t r u e ,  i t ’ s  s a f e s t  t o  s a y  n o ,  b l o c k  a n d
r e p o r t  t h e m .

T h e y  t e l l  y o u  t h e y ’ v e  h a c k e d  y o u r  d e v i c e  -  S o m e  b l a c k m a i l e r s  m i g h t
t e l l  y o u  t h e y ’ v e  g o t  e m b a r r a s s i n g  i m a g e s  o r  i n f o r m a t i o n  a b o u t  y o u
f r o m  y o u r  d e v i c e .  T h e y  m i g h t  t h r e a t e n  t o  s h a r e  t h i s  i n f o r m a t i o n
u n l e s s  m o n e y  i s  g i v e n  t o  t h e m .  M o s t  o f  t h e  t i m e ,  n o n e  o f  t h i s  i s  t r u e .

T h e y  p r e s s u r e  y o u  t o  d o  t h i n g s  y o u ’ r e  n o t  c o m f o r t a b l e  w i t h  -  T h e y
m a y  r e p e a t e d l y  a s k  y o u  t o  d o  s e x u a l  t h i n g s  y o u  d o n ’ t  f e e l  c o m f o r t a b l e
w i t h .  T h e y  m i g h t  e v e n  s a y  n a s t y  t h i n g s  l i k e  t e l l i n g  y o u  y o u ’ r e  b o r i n g
i f  y o u  d o n ’ t  d o  w h a t  t h e y  a s k .  I t ’ s  n e v e r  o k  f o r  s o m e o n e  t o  a s k  y o u  t o
d o  t h i n g s  y o u  d o n ’ t  w a n t  t o  a n d  t h e r e  a r e  p l a c e s  y o u  c a n  g e t  h e l p .

https://www.ceopeducation.co.uk/11_18/lets-talk-about/nudes/unwanted-sexual-content/
https://www.ceopeducation.co.uk/11_18/lets-talk-about/online-safety/reporting-and-blocking/
https://www.ceopeducation.co.uk/11_18/lets-talk-about/online-safety/reporting-and-blocking/


Don’t panic and don’t pay.
Tell someone you trust if you are a victim of sextortion.
Block the abuser online.
Where it is safe to do so, save any communications.

Be wary of new online connections.

Do not engage with strangers online when in a vulnerable or highly emotional state.

Set all your social media profiles to private.

Don’t share sensitive information or images with strangers online. 

Exercise caution with online relationships, especially if they begin requesting
intimate photos or videos.

Use strong passwords and security measures.
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WHAT TO DO IF YOU FEEL THAT YOU HAVE BEEN A VICTIM OF
SEXTORTION.

IN THE COMMUNITY 

Police and partners will be providing fraud and scam prevention advice in your communities
on the following dates: 

Monday, 27 January 2025 Worthing Police Pod 10am -12pm
Wednesday, 29 January 2025 Barclays Bank Guildford – 09.30am - 12.30pm
Friday, 14 February 2025 Barclays Bank Worthing 11am – 1pm 
Monday, 17 February 2025 Worthing Police Pod 1pm - 5pm

The next Trading Standards webinar is nearly here!

It is on Thursday, 6 February from 10am - 11.30am, and this time we have 3 speakers.

Trading Standards - overview of the different type of scams.
Get Safe Online - how to stay safe in the online world in support of Safer Internet Day
National Trading Standards Scams team - highlighting how scams can affect our mental health - there is
No Blame and No Shame. This is in support of Time to Talk Day 

The sign up link to the webinar is https://www.eventbrite.co.uk/e/time-to-talk-about-scams-staying-safe-
on-the-internet-bsl-available-tickets-1100854678979

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsaferinternet.org.uk%2Fsafer-internet-day%2Fsafer-internet-day-2025&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7Caea8461206d84632cef308dd37031764%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638727208593194857%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mGXO1oIB%2BQan6kFHMi3bz%2Fd411dvsNjVDIaT5Yr9xmM%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.friendsagainstscams.org.uk%2Fnews-and-updates%2Fnoblamenoshame-news-article&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7Caea8461206d84632cef308dd37031764%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638727208593220836%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=r%2BUo939ORUPgQw2bzSzJwzoPOFZlK56bBhaICUAbKlc%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftimetotalkday.co.uk%2F&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7Caea8461206d84632cef308dd37031764%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638727208593236748%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=PvhcRPvv5IrUjGdVKKvBeMlH0BRGDw4h1iYPxuRX1iE%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Ftime-to-talk-about-scams-staying-safe-on-the-internet-bsl-available-tickets-1100854678979&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7Caea8461206d84632cef308dd37031764%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638727208593250969%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=pW1ztOi1LZY%2BPBsDrBQOlIJD57QqLcm7UEcxLGj4%2FLA%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.co.uk%2Fe%2Ftime-to-talk-about-scams-staying-safe-on-the-internet-bsl-available-tickets-1100854678979&data=05%7C02%7CBernadette.lawrie%40sussex.police.uk%7Caea8461206d84632cef308dd37031764%7C1c6f5d37988241c7b9116c23ee574cec%7C0%7C0%7C638727208593250969%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=pW1ztOi1LZY%2BPBsDrBQOlIJD57QqLcm7UEcxLGj4%2FLA%3D&reserved=0

