
Keep Your
Money Safe

E a c h  m o n t h  w e  s e e
m a n y  i n c i d e n t s  o f

f r a u d s t e r s  t a r g e t i n g
o u r  r e s i d e n t s  i n  a n
a t t e m p t  t o  d e f r a u d

t h e m .  W e ’ r e  w o r k i n g
h a r d  t o  p r e v e n t  t h i s

a n d  s u p p o r t  v u l n e r a b l e
v i c t i m s  o f  f r a u d  o r

s c a m s .  B y  f o l l o w i n g
o u r  t i p s  a n d

e n c o u r a g i n g  f a m i l y ,
f r i e n d s  a n d  c o l l e a g u e s
t o  d o  s o  t o o ,  y o u  c a n

r e d u c e  t h e  r i s k  o f
b e c o m i n g  a  v i c t i m .

T / D e t e c t i v e  C h i e f  I n s p e c t o r
A n t o n y  L e a d b e a t t e r ,  S u r r e y

P o l i c e  &  S u s s e x  P o l i c e
E c o n o m i c  C r i m e  U n i t

F i n d i n g  l o v e  o n l i n e  h a s  b e c o m e  a  p o p u l a r  w a y  f o r  
m a n y  t o  f i n d  l o v e  a n d  f r i e n d s h i p .

F r a u d s t e r s  c r e a t e  f a k e  p r o f i l e s  o n  d a t i n g  s i t e s  o r
s o c i a l  m e d i a  t o  e s t a b l i s h  a  r e l a t i o n s h i p  w i t h  s o m e o n e ,  w i t h  t h e  a i m  o f
t a k i n g  t h e i r  m o n e y .

T h e y  g a i n  y o u r  t r u s t  b y  a p p e a l i n g  t o  y o u r  c o m p a s s i o n a t e  s i d e ,  f i n d i n g
o u t  p e r s o n a l  i n f o r m a t i o n  a b o u t  y o u  a n d  c r e a t i n g  f a k e  s t o r i e s  s o  i t  s e e m s
l i k e  y o u  h a v e  a  l o t  i n  c o m m o n .  

F r a u d s t e r s  t y p i c a l l y  s p e n d  w e e k s  o r  m o n t h s  e s t a b l i s h i n g  w h a t  a p p e a r s  t o
b e  a  g e n u i n e ,  c a r i n g  r e l a t i o n s h i p .  O n c e  t h e y  h a v e  g a i n e d  y o u r  t r u s t ,  t h e y
s t a r t  i n v e n t i n g  r e a s o n s  f o r  n e e d i n g  m o n e y  o r  p e r s o n a l  i n f o r m a t i o n  m a y b e
e v e n  a s k i n g  y o u  t o  t a k e  o u t  a  l o a n  f o r  t h e m  i n  y o u r  n a m e  t h e s e  m a y  b e
f o r  t h i n g s  s u c h  a s  m e d i c a l  e m e r g e n c i e s  o r  f i n a n c i a l  t r o u b l e s .  T h e r e  w i l l
o f t e n  b e  a  p r o m i s e  o f  p a y i n g  y o u  b a c k .

B e i n g  t a r g e t e d  b y  a  r o m a n c e  f r a u d s t e r  d o e s  n o t  m e a n  a  v i c t i m  i s  g u l l i b l e
o r  n a i v e .  S u c h  s c a m s  a r e  p r o l i f i c  a n d  i n c r e a s i n g l y  r u n  b y  c r i m i n a l
o r g a n i s a t i o n s ,  p r a c t i s e d  e x p e r t s  a t  p s y c h o l o g i c a l  m a n i p u l a t i o n .  

R o m a n c e  f r a u d  i s  o n e  o f  t h e  h i g h e s t  r e p o r t e d  f r a u d s  t o  S u s s e x  a n d
S u r r e y  P o l i c e .

I n  S u s s e x ,  f r o m  1  O c t o b e r  2 0 2 3  t o  3 0  S e p t e m b e r  2 0 2 4 ,  t h e r e  w e r e  4 2 3
r e p o r t s  o f  r o m a n c e  f r a u d  o f  t h o s e  r e p o r t s  3 2 0  r e p o r t e d  a  l o s s  w h i c h  i s  a
2 8 %  i n c r e a s e  o n  t h e  p r e v i o u s  1 2  m o n t h s ,  w i t h  a n  a v e r a g e  l o s s  t o  t h o s e
v i c t i m s  o f  £ 1 3 , 2 7 8 . 0 0 .

I n  S u r r e y ,  f r o m  1  O c t o b e r  2 0 2 3  t o  3 0  S e p t e m b e r  2 0 2 4 ,  t h e r e  w e r e  2 1 8
r e p o r t s  o f  r o m a n c e  f r a u d  o f  t h o s e  r e p o r t s  1 6 0  r e p o r t e d  a  l o s s  w h i c h  i s  a
1 7 %  i n c r e a s e  o n  t h e  p r e v i o u s  1 2  m o n t h s ,  w i t h  a n  a v e r a g e  l o s s  t o  t h o s e
v i c t i m s  o f  £ 1 9 , 8 1 4 . 0 0 .

T h e r e  i s  a l s o  a  c o m m o n  m i s c o n c e p t i o n  t h a t  r o m a n c e  f r a u d  m a i n l y  a f f e c t s
w o m e n ,  b u t  t h i s  f r a u d  d o e s  n o t  d i s c r i m i n a t e  v i a  g e n d e r  w i t h  5 4 %  i n
S u s s e x  a n d  4 8 %  i n  S u r r e y  b e i n g  f e m a l e  a n d  4 6 %  i n  S u s s e x  a n d  5 2 %  i n
S u r r e y  b e i n g  m a l e .  
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EXAMPLES OF ROMANCE FRAUD NARRATIVES SEEN IN SURREY AND
SUSSEX:

Someone working on an oil rig
A Soldier working abroad.
The need to pay legal fees to access an inheritance/lottery win that can be shared with victim.
 They have found a lorry load of cash or gold and need payment to clear customs. 
The scammer needs money to pay for an operation for them or a close family member.
The scammer asking to use their bank account to deposit and move cash around.
Providing victims with great investment opportunities, which then turn into an additional investment fraud,
alongside the Romance fraud.

TO MARK WORLD ROMANCE FRAUD DAY 2024, THIS MONTH'S NEWSLETTER IS DEDICATED TO ROMANCE FRAUD.



M r s  Y -  A  7 1 - y e a r - o l d  S u r r e y  R e s i d e n t  s t a r t e d  c h a t t i n g  t o  s o m e o n e  w h o  s e e m e d  l i k e  a  n i c e
m a n  o n  F a c e b o o k .  H e  t o l d  h e r  h e  w o r k e d  o v e r s e a s ,  a s  t h e  ‘ r e l a t i o n s h i p ’  d e v e l o p e d ,  M r s  Y
s e n t  t h e  p e r s o n  s m a l l  a m o u n t s  o f  m o n e y  a m o u n t i n g  t o  £ 1 0 0 0 .  A f t e r  a  w h i l e  h e  s t a t e d  h e
w a s  c o m i n g  b a c k  t o  t h e  U K  a n d  t a l k e d  o f  m a r r i a g e .  A t  t h i s  p o i n t  h e  a s k e d  M r s  Y  f o r  a  s u m
o f  m o n e y  s h e  d i d n ’ t  h a v e ,  s o  s h e  t r i e d  t o  s o u r c e  a  l o a n ,  t h i s  r a i s e d  c o n c e r n s  w i t h  t h e  l o a n
c o m p a n y  a n d  r e s u l t e d  i n  t h e m  m a k i n g  M r s  Y  a w a r e  t h a t  t h e y  f e a r e d  t h a t  t h i s  w a s  a  s c a m .
M r s  Y  f e l t  d e v a s t a t e d  a n d  s t u p i d ,  c o u l d n ’ t  e a t ,  d i d n ’ t  w a n t  t o  g o  o u t  a n d  b l a m e d  h e r s e l f .
M r s  Y  f e l t  t o o  e m b a r r a s s e d  e v e n  t o  t e l l  h e r  b a n k  a b o u t  w h a t  h a d  h a p p e n e d .  

O v e r  t h e  c o u r s e  o f  f o u r  m o n t h s  t h e  c a s e w o r k e r  r e a s s u r e d  M r s  Y  t h i s  w a s  n o t  h e r  f a u l t ,
a n d  s h e  w a s  n o t  s t u p i d ,  c o n t a c t e d  h e r  b a n k  v i a  a  p o l i c e  p r o c e s s  w h i c h  a l e r t e d  t h e  b a n k
t h a t  M r s  Y  h a d  b e e n  t a r g e t e d  b y  s c a m m e r s .  T h e  c a s e w o r k e r s  a l s o  e n c o u r a g e d  M r s  Y  t o
c o n t a c t  h e r  G P  f o r  c o u n s e l l i n g ,  a n d  s u p p o r t e d  a n d  e n c o u r a g e d  h e r  t o  p e r s e v e r e  w i t h
g i v i n g  u p  s m o k i n g .

M r s  Y  h a d  b e e n  a f f e c t e d  s o  m u c h  b y  t h e  r o m a n c e  f r a u d  t h a t  s h e  h a d  s t o p p e d  p a r t i c i p a t i n g
i n  s o c i a l  a c t i v i t i e s  t h a t  s h e  o n c e  e n j o y e d .  W i t h  t h e  c a s e w o r k e r s  o n g o i n g  s u p p o r t  M r s  Y
s t a r t e d  t o  g o  b a c k  t o  s o c i a l  a c t i v i t i e s  s h e  h a d  s o  m u c h  e n j o y e d  a n d  h e l p e d  h e r  t o  r e a c h  a
p o i n t  w h e r e  s h e  n o  l o n g e r  f e l t  c o m p e l l e d  t o  r e s p o n d  t o  m e s s a g e s  f r o m  t h e  s c a m m e r  t h a t
s t i l l  s l i p p e d  t h r o u g h .

A l t h o u g h  M r s  Y  k n e w  s h e  s t i l l  h a d  a  w a y  t o  g o  t o  g e t  b a c k  t o  h e r  ‘ u s u a l ’  s e l f ,  s h e  f e l t  s h e
w a s  m a k i n g  s t e a d y  p o s i t i v e  p r o g r e s s .

O u r  c a s e w o r k e r s  w i l l  c o n t i n u e  t o  p r o v i d e  s u p p o r t  t o  v i c t i m s  u n t i l  t h e y  a r e  c o n f i d e n t  t h a t
t h e y  a r e  n o  l o n g e r  i n  c o n t a c t  w i t h  t h e  f r a u d s t e r s .  A f t e r  t h i s  t i m e ,  t h e y  w i l l  t h e n  p r o v i d e
t h e m  w i t h  r e l e v a n t  s u p p o r t  s e r v i c e s  s u c h  a s  p e e r  s u p p o r t  g r o u p s ,  w h i c h  y o u  c a n  f i n d
f u r t h e r  i n f o r m a t i o n  o n  b e l o w .  
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AN ANONYMOUS ACCOUNT OF ROMANCE FRAUD FROM
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SOCIAL MEDIA PLATFORMS:

A c r o s s  b o t h  f o r c e s ,  s o c i a l  m e d i a  p l a t f o r m s  d e p e n d i n g  o n  t h e  a g e  a n d  s o c i a l  m e d i a  p r o f i l e
o f  t h e  v i c t i m  r e m a i n  t h e  h i g h e s t  r e p o r t e d  c o n t a c t  m e t h o d ,  w i t h  F a c e b o o k  a n d  I n s t a g r a m
b e i n g  t h e  m o s t  l i k e l y  w a y  f o r  f r a u d s t e r s  t o  i n i t i a t e  c o n t a c t  ( 2 9 3  r e p o r t s )  f o l l o w e d  c l o s e l y
b y  d a t i n g  s i t e s  a n d  d a t i n g  a p p s  ( 2 4 5  r e p o r t s ) .  S o m e  r e p o r t  b e i n g  c o n t a c t e d  v i a  o t h e r
m e a n s  w i t h  4 4  r e p o r t s  o f  i n d i v i d u a l s  m e e t i n g  t h e  f r a u d s t e r  i n  p e r s o n .

F r a u d s t e r s  a r e  d e m a n d i n g  v a r i o u s  m e t h o d s  o f  p a y m e n t ,  t h e  m o s t  c o m m o n  b e i n g  b a n k
t r a n s f e r ,  b u t  t o  b y p a s s  s a f e g u a r d i n g  t h a t  t h e  b a n k s  c a n  p u t  i n  p l a c e ,  t h y  a r e  a l s o
c o m m o n l y  n o w  d e m a n d i n g  g i f t  v o u c h e r s ,  t h e s e  c a n  b e  f o r  i T u n e s ,  S t e a m  a n d  A m a z o n .
P a y P a l  i s  a l s o  e n c o u r a g e d  t o  b e  u s e d ,  a w a y  f r o m  t h e  n o r m a l  b a n k i n g  s y s t e m s .

T h i n g s  t o  l o o k  o u t  f o r  w i t h  f a m i l y  o r  f r i e n d s  t h a t  y o u  t h i n k  m a y  b e  a  v i c t i m  o f
r o m a n c e  f r a u d :  

S p e n d i n g  a  l o t  m o r e  t i m e  l o o k i n g  a t  t h e i r  p h o n e  o r  c o m p u t e r  s e n d i n g  m e s s a g e s  o n
s o c i a l  m e d i a  o r  m e s s a g i n g  s e r v i c e s .
B e c o m i n g  m o r e  d i s t a n t  a n d  s e c r e t i v e  a s  t h e  s c a m m e r  t r i e s  t o  i s o l a t e  v i c t i m  f r o m  t h e i r
f a m i l y  a n d  f r i e n d s .
B u y i n g  i T u n e s ,  A m a z o n ,  o r  S t e a m  g i f t  c a r d s
A s k i n g  t o  b o r r o w  m o n e y ,  e i t h e r  t o  s u p p o r t  a  n e w  “ f r i e n d ” ,  o r  j u s t  f o r  r e g u l a r  b i l l s  o r
r e n t  t h a t  t h e y  d o n ’ t  n o r m a l l y  h a v e  a  p r o b l e m  p a y i n g .
A s k i n g  f o r  h e l p  w i t h  m o n e y  a p p s ,  s u c h  a s  P a y P a l ,  R e v o l u t ,  R e m i t l y  a n d  W i s e  m o n e y   

    t r a n s f e r s .



Don’t rush into an online relationship - Get to know the person not the profile.

Analyse their profile - Protect yourself by confirming their identity.

Talk to Friends and Family - Be wary of anyone who tells you not to tell others
about them. It is easy to isolate yourself from Friends and Family.

Evade the scammers - Never send money, share your bank details or personal
details with someone you’ve only met online.

Stay on the dating messenger service - Fraudsters will often encourage their
victims to use different communication platforms that are often undetectable.

W h e r e  t o  r e p o r t :  

I n  S u s s e x  a n d  S u r r e y  a l l  v i c t i m s  o f  r o m a n c e  f r a u d  a r e  t r e a t e d  a s  v u l n e r a b l e  b y  c r i m e  t y p e
a n d  a s  s u c h  w i l l  b e  p r o v i d e d  w i t h  s a f e g u a r d i n g  f r o m  t h e  p o l i c e  w h o  w i l l  r e p o r t  t h e  f r a u d  t o
A c t i o n  F r a u d  o n  b e h a l f  o f  t h e  v i c t i m .
I f  y o u  o r  s o m e o n e  y o u  k n o w  h a s  b e e n  a  v i c t i m  o f  r o m a n c e  f r a u d ,  p l e a s e  c a l l  S u s s e x  o r
S u r r e y  P o l i c e  o n   1 0 1  o r  u s e  o u r  t e x t p h o n e  s e r v i c e  o n  1 8 0 0 1  1 0 1  n o w .

I f  y o u ' r e  d e a f  o r  h a r d  o f  h e a r i n g ,  u s e  o u r  t e x t p h o n e  s e r v i c e  1 8 0 0 0  o r  t e x t  u s  o n  9 9 9  i f
y o u ’ v e  p r e - r e g i s t e r e d  w i t h  t h e  e m e r g e n c y  S M S  s e r v i c e
R i n g  9 9 9  i f  t h e r e  i s  a  c r i m e  i n  a c t i o n  o r  i m m e d i a t e  t h r e a t  t o  l i f e .  

B o t h  t h e  S u s s e x  V i c t i m  S u p p o r t  T e a m  a n d  S u r r e y  V i c t i m  W i t n e s s  C a r e  T e a m  p r o v i d e  o n l i n e
p e e r  s u p p o r t  g r o u p s  w h i c h  s u p p o r t  v i c t i m s  o f  r o m a n c e  s c a m s .  T h i s  s e r v i c e  g i v e s  v i c t i m s  a
s a f e  a n d  c o n f i d e n t i a l  s p a c e  w h e r e  t h e y  c a n  s p e a k  w i t h  o t h e r s  w h o  h a v e  u n d e r g o n e  s i m i l a r
e x p e r i e n c e s .  T h i s  s e r v i c e  i s  t y p i c a l l y  t a k e n  u p  t o w a r d s  t h e  e n d  o f  t h e  1 - 2 - 1  e n g a g e m e n t  w i t h
t h e i r  f r a u d  c a s e w o r k e r .  S e s s i o n s  a r e  r u n  f o r  a r o u n d  6 0 - 9 0  m i n u t e s  o n  a  d e m a n d  l e d  b a s i s .
F o r  m o r e  i n f o r m a t i o n  v i s i t  w w w . v i c t i m s u p p o r t . o r g . u k / h e l p a n d - s u p p o r t .  

SURREY POLICE AND SUSSEX POLICE FRAUD NEWSLETTER

TOP TIPS ON HOW TO STAY SAFE FROM ROMANCE FRAUD 

0 3

ONLINE PEER SUPPORT GROUPS 

tel:101
tel:18001101
https://www.relayuk.bt.com/how-to-use-relay-uk/contact-999-using-relay-uk.html
http://www.victimsupport.org.uk/helpand-%20support

