
Keep Your 
Money Safe

Sussex  P o l i c e  h ave  b e e n  m a d e  awa re  o f  repo r t s

f ro m  res i d e n t s  re c e iv i n g  l e t te r s  c l a i m i n g  th ey  h ave

wo n  a  F I F A  W o r l d  Cup  L o t te r y .  T h ese  a re

f raudu l e n t  sc a ms .

D o  n o t  respo n d  to  a ny  c o m mun i c a t i o n  ( l e t te r ,

ph o n e  c a l l ,  tex t ,  o r  m essa g e )  a b out  a  F I F A  W o r l d

Cup  L o t te r y  o r  s i m i l a r  sc h e m es .  

Two  sepa ra te  c ases  i n  E as t  Sussex  a n d  W es t

Sussex  i nvo lve d  i n d iv i dua ls  re c e iv i n g  a  l e t te r

c l a i m i n g  th a t  th ey  h a d  wo n  £900 ,000  i n  th e

“ I n te rn a t i o n a l  F I F A  W o r l d  Cup  L o t te r y ” .  

M a rk e d  as  se n t  f ro m  Sw i t ze r l a n d ,  th e  l e t te r

i n c lud e d  a  c o n ta c t  n a m e ,  a l o n g  w i th  a  L o n d o n

a d d ress  a n d  a  te l eph o n e  num b e r  to  c a l l  f o r  th e

pr ize d  to  b e  c l a i m e d .  

I n  o n e  c ase ,  a  f o l l ow  up  l e t te r  was  re c e ive d ,

exp l a i n i n g  th a t  a  sm a l l  c l e a ra n c e  f e e  o f  0 .01%

wou l d  b e  requ i re d  b e f o re  th e  c h eque  c ou l d  b e

re l e ase d ,  a l o n g  w i th  a  ph o to c opy  o f  th e  sa i d

c h eque .  

T h is  d e ta i l  was  re a f f i rm e d  wh e n  th e  v i c t i m  ph o n e d

th e  num b e r  prov i d e d ,  th e n  b e i n g  to l d  th ey  wou l d

c a l l  b a c k  w i th  i ns t ruc t i o ns  o n  h ow  to  m a k e  th e

paym e n t .

F o r tun a te ly ,  b o th  i n d iv i dua ls  b e c a m e  awa re  th a t

th is  is  a  sc a m  ta c t i c  a n d  esc ape d  w i th out  b e i n g

d e f raud e d .  
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E a c h  m o n th  we  se e

m a ny  i n c i d e n t s  o f

f rauds te r s  ta rg e t i n g

our  res i d e n t s  i n  a n

a t te mpt  to  d e f raud

th e m .  W e ’ re  wo rk i n g

h a rd  to  preve n t  th is

a n d  suppo r t  vu l n e ra b l e

v i c t i ms  o f  f raud  o r

sc a ms .  By  f o l l ow i n g

our  t ips  a n d

e n c oura g i n g  f a m i ly ,

f r i e n ds  a n d  c o l l e a gues

to  d o  so  to o ,  you  c a n

re duc e  th e  r isk  o f

b e c o m i n g  a  v i c t i m .

D e te c t ive  C h i e f  I nspe c to r

A n to ny  L e a d b e a t te r  

Sur rey  P o l i c e  &  

Sussex  P o l i c e  

E c o n o m i c  C r i m e  U n i t

Phone number  spoofing

Join the upgrade to

Passkeys !

Act ion requ ired :  5

minutes  of  your  t ime to

el iminate the need for

passwords  



W a rn i n g  S i g ns  o f  th e  S c a m

Y ou  a re  to l d  you  h ave  wo n  a  l o t te r y  you  n eve r  e n te re d  

R eques ts  f o r  f e es  o r  b a n k  d e ta i ls  to  re l e ase  a  “pr ize ”  

P ressu re  to  a c t  qu i c k ly  o r  k e ep  th e  w i n  c o n f i d e n t i a l  

R e f e re n c es  to  l o c a t i o ns  suc h  as  Sw i t ze r l a n d  o r  L o n d o n  th a t  a re  f a k e  o r

m isuse d  

L e t te r s  a re  h i g h ly  pe r so n a l ise d  (your  n a m e  pr i n te d  th roug h out ,  f a k e

c e r t i f i c a tes/c h eques )  

Use  o f  o f f i c i a l - l o o k i n g  l o g os ,  se a ls ,  a n d  f i n a n c i a l -s ty l e  l a n gua g e  

C l a i ms  o f  “gua ra n te e d ”  o r  “ 100%  g e nu i n e ”  w i n n i n gs  w i th  exa c t  a m oun t s  

S i g n e d  by  suppose d  o f f i c i a ls  w i th  se n i o r  t i t l es  

W h a t  to  d o?

I g n o re  a n d  d o  n o t  e n g a g e  

D o  n o t  sh a re  pe r so n a l  o r  f i n a n c i a l  i n f o rm a t i o n  

F o r  g e nu i n e  F I F A - re l a te d  pro duc t s  o r  pro m o t i o ns ,  o n ly  use  o f f i c i a l

sourc es :  h t tps : / /www. f i f a .c o m/e n  

P h o n e  num b e r  Spo o f i n g

‘Spo o f i n g ’  so f twa re  is  b e i n g  i n c re as i n g ly  use d  by  c r i m i n a ls  to  c o n c e a l

th e i r  re a l  c a l l e r  I D ,  m i r ro r i n g  th e  ph o n e  num b e r  o f  a  l e g i t i m a te

o rg a n isa t i o n  i ns te a d .  

T h is  c a l ls  o r  tex t  m essa g es  appe a r  as  th oug h  th ey  a re  c o m i n g  f ro m  a

t rus te d  o rg a n isa t i o n  l i k e  th e  po l i c e ,  b a n ks  o r  g ove rn m e n t  a g e n c i es .

T h ese  sc a m  c a l ls  m ay  b e  auto m a te d ,  o r  f ro m  a  re a l  pe r so n .  T h e i r  m a i n

g o a l  is  to  t r i c k  you  i n to  sh a r i n g  pe r so n a l  i n f o rm a t i o n  o r  to  t ra ns f e r  m o n ey .

I n  Sur rey  P o l i c e  a n d  Sussex  P o l i c e ,  we  h ave  se e n  mu l t ip l e  exa mp l es  o f

wh e re  th is  ta c t i c  h as  b e e n  use d  i n  ph o n e  c a l l  a n d  tex t  f o rm a t .  I n  o n e  o f

seve ra l  s i m i l a r  exa mp l es ,  a n  e l d e r ly  v i c t i m  i n  W o k i n g  was  ta rg e te d  by

f raudu l e n t  tex t  m essa g es  appe a r i n g  to  c o m e  f ro m  L l oyds  b a n k .  I n  to ta l ,

th e  v i c t i m  l os t  £ 17 ,000  to  f rauds te r s .  R epo r t s  o f  th is  n a tu re  h ave  b e e n

re c e ive d  a c ross  b o th  c oun t i es ,  w i th  v i c t i ms  re c e iv i n g  ph o n e  c a l ls  f ro m

b a n k  i mpe r so n a to r s ,  P o l i c e  a n d  o th e r  G ove rn m e n t  O f f i c i a ls .  

J o i n  th e  upg ra d e  to  passk eys !  

E n a b l i n g  th e m  saves  you  m ass ive  a m oun t s  o f  t i m e  a n d  a lso  m a k es  your

a c c oun t s  m o re  se cure !

P assk eys  re m ove  th e  n e e d  to  re m e m b e r  passwo rds  wh e n  l o g g i n g  a n d  c a n

m ass ive ly  re duc e  th e  r isk  o f  c r i m i n a ls  guess i n g  o r  s te a l i n g  your  passwo rd .

H ow  c a n  so m e th i n g  b e  b o th  sa f e r  a n d  e as i e r?  W e l l ,  passk eys  a re  a  l i k e  a

d i g i ta l  h ouse  k ey .  W h e n  you  ope n  your  f ro n t  d o o r ,  you  d o n ’ t  s ta r t  sh out i n g

wo rds  a t  i t  d o  you?  Y ou  use  a  k ey .  T h a t ’s  h ow  passk eys  wo rk  but  you  h ave

th e  a d d e d  b e n e f i t  o f  n o t  n e e d i n g  to  c a r r y  a roun d  a  k ey ,  i t ’s  a lways  i n  your

d ev i c e  o r  c o mpute r .  

SURREY POLICE AND SUSSEX POLICE FRAUD NEWSLETTER02



Y ou  d o n ’ t  n e e d  to  re m e m b e r  i t  a n d  c r i m i n a ls  c a n ’ t  s te a l  i t ,  k e ep i n g  a l l

your  ph o tos ,  e m a i ls  a n d  i mpo r ta n t  d o cum e n t s  sa f e  f ro m  b e i n g  l os t !

P assk eys  g ive  you  3  m a j o r  b e n e f i t s  

N o  m o re  passwo rds  to  re m e m b e r  (o r  f o rg e t )  

P ro te c t i o n  f ro m  d a ta  b re a c h es ,  passk eys  n eve r  l e ave  your  d ev i c e  a n d

c a n ’ t  b e  s to l e n !  

F as te r  s i g n  i n .  L o g  i n to  a c c oun t s  i n  se c o n ds  

A C T I O N  R E Q U I R E D :  5  m i nutes  o f  your  t i m e  to  e l i m i n a te  th e  n e e d  f o r

passwo rds  

S e t t i n g  up  passk eys  ta k es  se c o n ds .  

S e t  a  p l a n  f o r  th is  eve n i n g ,  c h o ose  jus t  O N E  i mpo r ta n t  a c c oun t  (G o o g l e ,

M i c roso f t ,  A m azo n  o r  F a c e b o o k )  a n d  e n a b l e  passk eys .  T h ey  c a n  usua l ly

b e  f oun d  i n  S e t t i n gs  (c o g  wh e e l  i c o n )  >  S e cur i t y/A c c oun t/P r iva cy  >

P assk eys .
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	FIFA WORLD CUP LOTTERY SCAM
	Sussex Police have been made aware of reports from residents receiving letters claiming they have won a FIFA World Cup Lottery. These are fraudulent scams.
	Do not respond to any communication (letter, phone call, text, or message) about a FIFA World Cup Lottery or similar schemes.
	Two separate cases in East Sussex and West Sussex involved individuals receiving a letter claiming that they had won £900,000 in the “International FIFA World Cup Lottery”.  Marked as sent from Switzerland, the letter included a contact name, along with a London address and a telephone number to call for the prized to be claimed.
	In one case, a follow up letter was received, explaining that a small clearance fee of 0.01% would be required before the cheque could be released, along with a photocopy of the said cheque.  This detail was reaffirmed when the victim phoned the number provided, then being told they would call back with instructions on how to make the payment.
	Fortunately, both individuals became aware that this is a scam tactic and escaped without being defrauded.



